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As technology reshapes our lives and finances, it simultaneously drives a sharp
increase in cybercrime and financial fraud. At present, every third individual has

fallen victim to fraud.

¥1.25 Lakh crore has been lost to digital financial fraud in the last

three years.

Digital Arrest
Scams

Fraudsters impersonate
government officials, threatening
arrest unless victims pay or give
personal info.

Parcel Scams

Scammer poses as an
online courier service or
from custom, demands
fake fee, then disappears
with your money.

OTP Scam

Scammers trick you into
sharing your one-time
password (OTP) and use it
to steal money or access
your accounts.

Fraud

can occur
anytime,
anywhere!
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Scammers create fake
websites, emails, or
messages that look real to
steal your personal details.

Social

Engineering Scam
Scammers psychologically
manipulate and exploit
human trust to obtain
confidential information.

Fake App Scam

Fake apps to trick you into
downloading them, often
to steal your data or install
harmful software.

KOI FRAUD NAHI
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Product Highlights

Here are the key features of Quick Heal Anti-Fraud that provide strong protection

against scams.

&l Fraud
L /\ Call Alert

Alerts you on receiving a potentially
fraudulent call.

Fraud Call Alert instantly checks incoming

calls from unknown numbers to identify
potential scams, protecting you from
fraudulent activity.

{ Banking

&3

. ] Fraud Alert

Alerts when you are on a call that may
potentially lead to fraud.

Banking Fraud Alert instantly detects
suspicious calls and alerts you in an
ongoing conversational call, which could
lead to financial fraud. Fraudsters often
trick people into sharing sensitive
information like OTPs and passwords
when on call, resulting in financial loss.
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E Scam
& Protection

Protects you from phishing link scams.

Scam (Phishing) Protection detects and
blocks fraudulent links, safeguarding you
from phishing scams that aim to steal
your personal information through fake
emails, messages, or websites.

&)

Helps protect your loved ones from
banking fraud.

Fraud
Protect Buddy

Fraud Protect Buddy enables you to add
loved ones who may be susceptible to
fraud. This feature safeguards your loved
ones from financial fraud by alerting you
to the suspicious calls they receive.

o&- | Fraud
(m]m]
L./ App Detector

Alerts you on detecting a fraud app.

Fraud App Detector proactively identifies
and alerts you to potentially harmful apps
that steal information, spy on you, infect
your device, etc. It protects you from
unauthorized access to your information.

Unauthorised

T/ Access Alert
Alerts you when an app uses Mic/
Camera while the device is not in use

This feature protects your privacy by
notifying you when apps access your
microphone or camera without your
permission.

— Secure
= @ Payments

Secures all your online transactions
from frauds.

Secure Payments analyzes payment apps
and device security to ensure safe online
transactions. It alerts you to potential
risks like compromised devices or
unauthorized access, safeguarding your
online payments.

@ Dark Web

Monitoring 2.0

Monitors your personal data across
the dark web.

Tracks sensitive details like Aadhaar, PAN,
and Passport, along with up to 5 email
IDs and 2 phone numbers, providing
detailed breach insights for timely action.

- Call Forwarding
Alert

Alerts you when your calls are being
redirected.

Call Forwarding Alert notifies you when
your calls are redirected to another
number, helping you prevent fraudsters
from stealing your information. You can
modify your settings and disable call
forwarding.
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e— Payee Name
—cJ» Announcer

Helps you avoid QR code scams

Payee Name Announcer verifies the
recipient of your QR code payments by
announcing the payee's name, preventing
fraudulent transactions.

_71' Screen
—/\ Share Alert

Alerts you if your screen is being
shared, while on a call.

Screen Share Alert protects your privacy
by notifying you when apps attempt to
share your screen during calls. This
feature helps you to safeguard your
personal information and take control
over how your data is being collected.

eSS Spy

Alert

Protects your browsing activities and
history from unauthorized access and
misuse.

Spy Alert protects your privacy by
blocking websites from tracking your
online activities, and keeping your
browsing record private.

USB Data

@& Leak Alert

Protects against public charging risks
and USB data theft.

Detects and alerts you when connected
devices attempt data access, helping
prevent fraud and unauthorized use while
charging.
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Webcam
Protection

Alerts you when your device webcam is
being accessed without your consent.

Webcam Protection scans malicious
apps that invade your privacy, it alerts you
by detecting and blocking apps that
attempt to access your webcam.

Email
— ) Protection

Protects you from infected and
phishing emails

Email Protection saves your device by
blocking infected attachments like
malware, viruses, or spam in incoming
emails.

=] Browsing

_@ Protection

Blocks access to malicious or
fraudulent websites

Browsing Protection safeqguards your
device by blocking access to malicious
websites. This feature keeps you away
from potential threats while you browse
the internet.

Information

I; Hub

= Backup &
> Restore
Offers secure data backups, efficient

backup management, and seamless
data restoration.

Backup & Restore enables you to create
and manage backups of your crucial data,
providing a safety net in case of
ransomware attacks.

LD File
) vault

Creates password-protected locker

File Vault creates a secure, encrypted
locker on your device to protect
confidential data like documents, files,
photos, and videos.

Messages inspected

24th April was quite a busy day for you! You
received 23 messages

Total 247

This feature offers valuable insights into the latest cybersecurity trends through videos
and articles, empowering you to stay informed and protect yourself from frauds.
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Feature List System Requirements

S.no AntiFraud Features Android iOS  Windows .
For Mobile

+ Android OS 10 or above
+ i0S version 14 or above

01 Risk Profile

02 | Call Forwarding Alert

For Desktop
+ Microsoft Windows 8 or above,
fully patched (32- and 64-bit)

 Processors Supported:
Intel or AMD processor, 32-bit
(x86) or 64-bit (x64), 1 GHz
or higher
+ 2.9 GB disk space; 4+ GB RAM
* Internet Explorer 6 or later

+ Minimum screen
resolution 1024 * 768

03 | Banking Fraud Alert

04 | Payee Name Announcer

05 Scam Protection

06 | Fraud App Detector

07 | Dark Web Monitoring
08 Screen Share Alert

09 | Secure Payments/Safe Banking

10 | Fraud Protect Buddy

11 Unauthorised Access Alert

12 Fraud Call Alert
13 Email Protection
14 Silent Mode/DND

15 Spy Alert
16 USB Data Leak Alert

17 Browsing Protection
18 | Webcam Protection

19 File Vault
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Q Quick Heal
AntiFrauda

20 | Backup & Restore

21 Victim of a Fraud?
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22 Information Hub

To know more about
Quick Heal AntiFraud.Al

Click here

Trusted * India’'s number one cyber security company. i Quick Heal Technologies Ltd. Solitaire Business Hub, Office No.7010 C &D,
by millions ° 3 Decades of Cutting-Edge Cybersecurity Innovation. J 7" Floor, Viman Nagar, Pune 411014, Maharashtra, India .
+ Trusted and used by 9+ million people worldwide @ www.quickheal.com

G blogs.quickheal.com o www.facebook.com/quickheal @ www.twitter.com/quickheal


https://www.quickheal.co.in/quick-heal-antifraud

